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Abstract: The rapid integration of artificial intelligence (AI) into cybersecurity operations 

has fundamentally transformed the landscape of modern information warfare. This article 

examines the intersection of AI-powered cyberattacks and geopolitical conflicts, analysing how 

state and non-state actors leverage machine learning algorithms, autonomous malware, and large-

scale disinformation campaigns to achieve strategic objectives in the digital domain. Drawing on 

documented incidents from major geopolitical rivalries - including the Russia-Ukraine conflict, 

US-China technological competition, and Middle Eastern cyber confrontations - this study 

investigates the mechanisms through which AI amplifies the scale, speed, and precision of 

offensive cyber operations. Furthermore, the paper explores the socio-political dimensions of 

AI-driven information warfare, including the manipulation of public opinion, destabilisation of 

democratic institutions, and erosion of epistemic trust in digital ecosystems. The analysis reveals 

that traditional international legal frameworks are ill-equipped to address the emergent threats 

posed by autonomous cyber weapons and AI-generated propaganda. The article concludes by 

proposing a multilateral governance framework that integrates technical, diplomatic, and 

humanitarian considerations to mitigate the destabilising effects of AI-enhanced cyber conflict. 
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1. Introduction 

The twenty-first century has witnessed a profound convergence of artificial intelligence and 

geopolitical conflict, giving rise to a new paradigm of warfare that unfolds not on physical 

battlefields but within the invisible architectures of cyberspace. As nations compete for 

technological supremacy, AI has emerged as both a weapon and a shield in an increasingly 

contested digital environment. The implications of this transformation extend far beyond 

technical domains, permeating the social, political, and cultural fabric of contemporary societies. 

AI-based cyberattacks represent a qualitative leap beyond traditional hacking techniques. 

Unlike conventional cyber operations that require significant human expertise and time 

investment, AI-driven attacks can autonomously identify vulnerabilities, adapt to defensive 

measures in real time, and execute operations at machine speed (Brundage et al., 2018). This shift 

has dramatically lowered the barriers to entry for sophisticated cyber warfare, enabling even mid-

tier state actors and well-resourced non-state groups to conduct operations previously reserved 

for major intelligence agencies. 

Simultaneously, information warfare - the strategic use of information to influence the 

perceptions, decisions, and behaviours of adversaries and civilian populations - has been 

supercharged by generative AI technologies. The proliferation of large language models (LLMs) 
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and deepfake synthesis tools has created an environment in which synthetic disinformation can 

be produced and disseminated at unprecedented scale, threatening the epistemic foundations of 

democratic governance (Chesney & Citron, 2019). 

This article adopts a geopolitical lens to examine these phenomena, situating AI-based 

cyberattacks and information warfare within the broader context of inter-state rivalries, power 

competition, and the struggle for digital sovereignty. It argues that the fusion of AI and offensive 

cyber capabilities constitutes a structural transformation in international relations, one that 

demands urgent scholarly attention and coordinated policy responses. 

2. Conceptual Framework: AI, Cybersecurity, and Geopolitics 

To analyse AI-based cyberattacks within a geopolitical framework, it is necessary to define 

the core concepts that structure this inquiry. Artificial intelligence, for the purposes of this study, 

refers to computational systems capable of performing tasks that typically require human 

intelligence, including pattern recognition, natural language processing, decision-making, and 

autonomous action (Russell & Norvig, 2020). In the cybersecurity context, AI encompasses both 

offensive tools - such as AI-generated exploit code and adaptive malware - and defensive 

applications, including anomaly detection and threat intelligence systems. 

Information warfare, as conceptualised by Libicki (1995) and subsequently elaborated by 

numerous scholars, encompasses a spectrum of activities designed to achieve informational 

superiority over adversaries. In the digital age, this includes cyberattacks against critical 

infrastructure, psychological operations conducted through social media platforms, strategic 

leaking of sensitive data, and the weaponisation of algorithmic content distribution systems. 

Geopolitics, in the classical Mackinderian tradition, concerned itself with the relationship 

between geography and political power. Contemporary scholars have extended this framework 

to encompass cyberspace as a contested domain that exhibits geopolitical characteristics: it is a 

space over which states seek control, through which power is projected, and within which 

conflicts of interest are prosecuted (Deibert, 2013). The concept of ‘digital sovereignty’ - the 

capacity of a state to exercise meaningful control over its national cyberspace - has emerged as a 

central organising principle in contemporary cyber geopolitics. 

The intersection of these three domains creates a complex analytical space in which 

technological capabilities, strategic intentions, and political structures interact in mutually 

constitutive ways. AI does not merely serve as a tool in geopolitical competition; it actively 

reshapes the strategic environment, alters the cost-benefit calculations of state actors, and 

generates new forms of vulnerability and resilience. 

3. AI-Powered Offensive Cyber Operations: Mechanisms and Case Studies 

The integration of AI into offensive cyber operations has produced several distinctive 

capabilities that mark a significant departure from previous generations of cyberattack 

methodologies. Understanding these capabilities requires examination of both the technical 

mechanisms involved and their strategic implications. 

Automated vulnerability discovery represents perhaps the most significant near-term 

capability enabled by AI in offensive cyber operations. Machine learning algorithms trained on 

large datasets of software code can identify exploitable vulnerabilities at speeds and scales 

impossible for human analysts (Liang et al., 2019). Tools such as fuzzing engines enhanced with 

neural networks have demonstrated the ability to discover zero-day vulnerabilities - previously 
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unknown security flaws - in production software, providing attackers with powerful entry points 

into target systems. 

Adaptive malware constitutes a second major category of AI-enabled offensive capability. 

Traditional malware operates according to pre-programmed instructions and is relatively 

vulnerable to detection by signature-based security systems. AI-enhanced malware, by contrast, 

can modify its own code to evade detection, adapt its behaviour based on the characteristics of 

the target environment, and make autonomous decisions about how to proceed once inside a 

compromised system (Anderson et al., 2018). The development of ‘polymorphic’ and 

‘metamorphic’ malware enhanced with reinforcement learning represents a particularly 

concerning trajectory in this domain. 

The NotPetya attack of 2017, widely attributed to the Russian military intelligence agency 

GRU, provides an instructive case study of AI-augmented cyber operations in a geopolitical 

context. Deployed ostensibly as ransomware but functioning as a destructive wiper, NotPetya 

caused an estimated ten billion dollars in global damages and severely disrupted Ukrainian 

financial and governmental infrastructure (Greenberg, 2018). While not purely AI-driven, the 

attack demonstrated the capacity of sophisticated state actors to develop highly automated 

offensive tools capable of causing cascading systemic damage far beyond the initial target. 

The Stuxnet worm, discovered in 2010 and attributed to a joint US-Israeli operation 

targeting Iranian nuclear centrifuges, represents an earlier but equally significant milestone in the 

development of precision cyber weapons. Stuxnet’s ability to identify specific industrial control 

systems and execute precisely calibrated physical damage while concealing its presence illustrated 

the potential for cyber weapons to achieve strategic effects comparable to kinetic military strikes 

(Langner, 2011). Contemporary AI capabilities would substantially enhance the precision, 

adaptability, and deniability of operations in this vein. 

4. Information Warfare and AI-Generated Disinformation 

While kinetic cyber operations target technical infrastructure, information warfare targets 

the cognitive infrastructure of societies: the beliefs, values, and epistemic practices that underpin 

collective decision-making. AI has transformed information warfare by enabling the production 

of synthetic content at scale, the micro-targeting of propaganda to specific demographic groups, 

and the algorithmic amplification of divisive narratives. 

The emergence of large language models capable of generating highly convincing text has 

created new possibilities for automated disinformation campaigns. GPT-class models and their 

successors can produce news articles, social media posts, and even academic-style content that is 

indistinguishable from human-authored material to casual readers (Brown et al., 2020). When 

deployed in coordinated inauthentic behaviour campaigns, such systems can create the 

appearance of organic public discourse while actually serving the strategic interests of hostile 

actors. 

Deepfake technology - AI-generated synthetic video and audio - represents a particularly 

potent instrument of information warfare. The ability to create convincing video footage of 

political leaders making statements they never made, or to fabricate evidence of atrocities, poses 

profound challenges to the evidentiary standards upon which public accountability depends 

(Chesney & Citron, 2019). During the 2022 Russian invasion of Ukraine, deepfake videos 

purportedly showing Ukrainian President Volodymyr Zelensky ordering troops to surrender were 
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rapidly debunked but nonetheless demonstrated the potential of synthetic media to create 

confusion and undermine institutional trust in moments of crisis. 

The role of social media algorithms in amplifying disinformation warrants particular 

attention. Platform recommendation systems optimised for engagement have been shown to 

preferentially surface emotionally arousing and politically polarising content, creating structural 

conditions that favour the spread of disinformation over corrective information (Vosoughi et al., 

2018). State actors have demonstrated sophisticated awareness of these dynamics, designing 

influence operations that exploit algorithmic amplification to achieve outsized informational 

impact with relatively modest resource investment. 

The Internet Research Agency (IRA) operations during the 2016 US presidential election, 

documented in the Mueller Report (2019), provide a landmark case study of AI-assisted 

information warfare. IRA operatives created networks of fake social media accounts, generated 

divisive content tailored to specific demographic groups, and used targeted advertising to amplify 

their reach. While the IRA operation was primarily human-directed, subsequent years have seen 

the emergence of increasingly automated influence operation infrastructure that relies on AI for 

content generation, account management, and strategic distribution. 

5. Geopolitical Dimensions: State Competition in the Cyber Domain 

AI-based cyber capabilities have become a significant factor in contemporary geopolitical 

competition, with major state actors investing heavily in both offensive and defensive 

applications. Understanding the geopolitical dynamics of this competition requires analysis of the 

strategic incentives, doctrinal frameworks, and institutional structures that shape how different 

states approach AI-enabled cyber warfare. 

The United States and China represent the two principal poles of AI-cyber competition in 

the contemporary international order. US strategic documents, including the 2023 National 

Cybersecurity Strategy and the Department of Defense AI Strategy, explicitly identify AI as a 

critical domain for maintaining technological superiority and frame China as the primary systemic 

challenge to US interests in cyberspace (US DoD, 2023). China’s Military-Civil Fusion strategy, 

which mandates collaboration between private AI developers and the People’s Liberation Army, 

represents a distinctive approach to harnessing commercial AI capabilities for strategic military 

purposes (Kania, 2019). 

Russia’s approach to information warfare and cyber operations reflects a distinctive 

doctrinal tradition. The concept of ‘reflexive control’ - the attempt to shape adversaries’ decision-

making processes by providing carefully calibrated information - predates the digital era but has 

found powerful new expression in AI-enabled influence operations (Thomas, 2004). Russian 

cyber doctrine, as exemplified in the writings of Gerasimov (2013) and others, conceptualises 

information operations as continuous rather than episodic activities, conducted across the full 

spectrum from peacetime competition to open conflict. 

The Russia-Ukraine conflict that began in 2022 has provided the most extensive and 

documented theatre for observing AI-enhanced cyber operations in a live geopolitical conflict. 

Both sides have employed AI-assisted tools for intelligence gathering, target identification, and 

information operations. The conflict has also demonstrated the significant role of private sector 

actors - including Microsoft, Google, and various cybersecurity firms - in shaping the cyber 
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dimension of contemporary warfare, raising important questions about the governance of private 

power in conflict zones (Burt, 2022). 

Middle Eastern cyber conflicts, particularly those involving Israel, Iran, Saudi Arabia, and 

various non-state actors, illustrate a different dimension of AI-cyber geopolitics: the proliferation 

of sophisticated capabilities to regional powers and their proxies. The Pegasus spyware developed 

by NSO Group, an Israeli firm, exemplifies the risks posed by the commercialisation of advanced 

cyber capabilities. Pegasus, which employs sophisticated zero-click exploit techniques, has been 

used by various governments to surveil journalists, human rights activists, and political 

opponents, demonstrating how AI-enhanced offensive tools can migrate from state intelligence 

applications into tools of authoritarian repression (Marczak et al., 2021). 

6. Legal and Ethical Challenges of AI-Enabled Cyber Warfare 

The proliferation of AI-based cyberattacks and information warfare operations poses 

profound challenges to existing international legal frameworks. International humanitarian law 

(IHL), as codified in the Geneva Conventions and their Additional Protocols, was designed for 

conflicts involving identifiable combatants, recognisable weapons, and distinguishable civilian 

and military targets. AI-enabled cyber warfare confounds each of these assumptions. 

The principle of distinction - the requirement that warring parties differentiate between 

military targets and civilian infrastructure - is severely tested by cyberattacks that cannot be 

precisely controlled once deployed. NotPetya’s uncontrolled spread beyond Ukrainian targets to 

affect global shipping, logistics, and pharmaceutical companies illustrates the challenge of 

ensuring proportionality in cyber operations (Schmitt & Vihul, 2017). The increasing integration 

of AI into critical civilian infrastructure, from power grids to healthcare systems, further 

complicates the application of distinction principles in the cyber domain. 

Attribution presents another fundamental legal and practical challenge. International law 

assigns responsibility for armed attacks to specific state actors, but AI-enabled cyber operations 

can be designed to minimise attributable traces, route attacks through multiple jurisdictions, and 

imitate the technical signatures of other actors. The inherent ambiguity of attribution in 

cyberspace creates significant opportunities for strategic deniability and complicates the 

application of self-defence provisions under the UN Charter (Rid & Buchanan, 2015). 

The ethics of autonomous cyber weapons raise issues analogous to, but distinct from, those 

surrounding autonomous lethal weapons systems (LAWS). An AI system capable of 

autonomously identifying and exploiting vulnerabilities, or of generating and distributing 

disinformation, raises questions about meaningful human control, accountability for unintended 

consequences, and the legitimacy of delegating decisions with potentially significant humanitarian 

impacts to algorithmic processes (Roff, 2014). 

The governance of AI-generated disinformation presents equally complex legal challenges. 

Freedom of expression protections, which vary significantly across jurisdictions, create tensions 

with efforts to restrict AI-enabled influence operations. The platform intermediary liability 

frameworks developed for the early internet were not designed to address coordinated synthetic 

disinformation campaigns, and attempts to update these frameworks have encountered 

significant political resistance in democratic societies concerned about the risks of governmental 

censorship (Napoli, 2019). 

7. Towards a Multilateral Governance Framework 
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Addressing the challenges posed by AI-based cyberattacks and information warfare requires 

a multilateral governance framework that is simultaneously technically sophisticated, 

diplomatically viable, and grounded in humanitarian values. This section proposes a set of 

principles and institutional mechanisms that could form the basis of such a framework. 

First, the establishment of international norms governing the use of AI in offensive cyber 

operations should build on existing processes within the United Nations Group of Governmental 

Experts (UN GGE) on Responsible State Behaviour in Cyberspace. While UN GGE processes 

have produced valuable normative statements, they lack enforcement mechanisms and exclude 

non-state actors who play increasingly significant roles in the cyber ecosystem. A more inclusive 

forum, potentially modelled on the Internet Governance Forum, could provide space for 

multistakeholder deliberation on AI-cyber governance norms (Mueller, 2020). 

Second, enhanced international cooperation on attribution - the technical and political 

process of identifying responsibility for cyberattacks - is essential. A neutral international 

technical body, possibly under UN auspices, could develop standardised methodologies for 

attributing sophisticated cyber operations and provide impartial assessments that reduce the risk 

of misattribution and escalation. Such a body would need to navigate significant sovereignty 

concerns but could potentially draw on precedents from international weapons inspection 

regimes. 

Third, addressing AI-generated disinformation requires a combination of platform 

accountability measures, media literacy initiatives, and international coordination on detection 

and labelling of synthetic content. The proposed European Union AI Act’s requirements for 

transparency regarding AI-generated content provide one model for regulatory intervention, 

though its effectiveness will depend on international harmonisation to prevent jurisdiction-

shopping by influence operation actors (European Commission, 2021). 

Fourth, the development of confidence-building measures (CBMs) between major cyber 

powers - analogous to arms control agreements in the nuclear domain - could help reduce the 

risk of miscalculation and escalation in the cyber domain. Recent US-China discussions on AI 

safety, while limited in scope, represent a tentative step in this direction. Expanding such 

dialogues to encompass cyber-specific CBMs, including commitments to avoid attacks on critical 

civilian infrastructure, would contribute to strategic stability. 

Finally, capacity-building assistance for developing states is essential to ensure that AI-cyber 

governance frameworks address the needs and interests of the global majority. Many developing 

countries lack the technical capacity to defend against sophisticated AI-based cyberattacks and 

are particularly vulnerable to AI-enabled influence operations. International development 

institutions and technologically advanced states have both a humanitarian obligation and a 

strategic interest in strengthening global cyber resilience. 

Conclusion 

This article has examined the intersection of artificial intelligence, cybersecurity, and 

geopolitics, analysing how AI-powered cyberattacks and information warfare are transforming 

the strategic environment of contemporary international relations. The analysis reveals several 

key findings that carry significant implications for scholars, policymakers, and practitioners. 

First, AI has qualitatively transformed offensive cyber capabilities, enabling attacks of 

unprecedented speed, precision, and scale. The automation of vulnerability discovery, the 
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development of adaptive malware, and the deployment of AI-generated disinformation represent 

distinct but interrelated dimensions of this transformation. Second, these capabilities are being 

deployed in the context of intensifying geopolitical competition, particularly between the United 

States, China, and Russia, but also by a growing range of regional and non-state actors. 

Third, existing international legal and institutional frameworks are inadequate to address 

the challenges posed by AI-enabled cyber warfare. The principles of distinction, attribution, and 

proportionality that structure international humanitarian law are severely strained by the 

characteristics of AI-based cyber operations, while the governance of AI-generated 

disinformation remains profoundly contested. 

Fourth, addressing these challenges requires a multilateral governance framework that 

integrates technical, diplomatic, and humanitarian considerations. Such a framework must be 

inclusive of both state and non-state actors, technically informed, and grounded in the values of 

international peace, security, and human rights. 

The stakes of getting this governance challenge right are high. As AI capabilities continue 

to advance and proliferate, the potential for AI-enabled cyber operations to cause catastrophic 

harm - whether through attacks on critical infrastructure, manipulation of democratic processes, 

or escalation of inter-state conflicts - will only increase. Developing effective governance 

responses to these threats is one of the defining intellectual and political challenges of our era, 

one that demands sustained engagement from the social sciences, humanities, and technical 

disciplines alike. 
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